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Abstract

The facilities and infrastructure institutions of smart cities in
various countries of the world have been based on cyberspace. The
cyberspace and the data it contains for these facilities and
institutions have become attractive for various attacks, whether
information crimes or cyber national security crimes.

Cyber national security crimes may be committed in the form of
cyber terrorism crimes or cyber wars, and the means of committing
them are cross-border cyber-attacks, which start and end these
attacks in few seconds, achieving their desired goal. It is difficult
to determine their source or track their perpetrators, in addition to
the devastating effects of these attacks on the infrastructure centers
of smart cities, which exceed the effects of traditional terrorist or
military attacks in conventional wars.

Therefore, this reality imposed on the governments of the
countries and their criminal justice agencies many challenges and
legal and technical problems. This research aims to highlight these
challenges and presents ways to overcome them.

Key words: cyber space - cyber national security - cyber-attack -
smart cities - cyber terrorism - cyber wars - cyber security.
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4-e97¢c-6578-b2f8-ff0000a7ddb6

592 European Parliament,’ Mapping Smart Cities in the EU", Director
General for Internal Policies, Policy Department A: Economic and Scientific
Policy, Study, January 2014, P 17. date to visit,2-8-2021, Available at:
https://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/I
POL-ITRE _ET(2014)507480 EN.pdf

282

Published by Aldhakheerah, 2021

13


https://www.itu.int/ar/mediacentre/backgrounders/Pages/smart-sustainable-cities.aspx
https://www.itu.int/ar/mediacentre/backgrounders/Pages/smart-sustainable-cities.aspx
https://www.oecd.org/cfe/cities/OECD_Policy_Paper_Smart_Cities_and_Inclusive_Growth.pdf
https://www.oecd.org/cfe/cities/OECD_Policy_Paper_Smart_Cities_and_Inclusive_Growth.pdf
https://www.worldgovernmentsummit.org/api/publications/document/3f505fc4-e97c-6578-b2f8-ff0000a7ddb6
https://www.worldgovernmentsummit.org/api/publications/document/3f505fc4-e97c-6578-b2f8-ff0000a7ddb6
https://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/IPOL-ITRE_ET(2014)507480_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/etudes/join/2014/507480/IPOL-ITRE_ET(2014)507480_EN.pdf

Al-mi?y?r, Vol. 10 [2021], Art. 7

A8 53 Caad g ((BIAKI 5 ¢ Alaiu¥) day yu g ¢ Aliatia ASA adld AalainYl
Cilaslaall aaal JiaY) aladiull o6 A" Ll 483 dapal Wy 3 IBM
alasin 3 5100 s 5 ¢ Lgad aSail) g e sleall Gl agd Jad (e cdaliall g ddayl yiall
i oo A8 el gl Ses CISCO 48 i iy el g5 ¢ 33 ganall 3 sall
820 ) YLVl g i slaall Lin ol 535 (g it g olaill AL Y gla" i Al
Jsall Giamy Olawge G LS ¢"slall 33 g8 uwat g CallSill 8l 5 3L
g Lola) (A Gasdall ASlaall s Lilaw) Jie 4831 Gaall Ciy il Gl jalaay
poeiad” culidll s gill Al dmaall adaaa (53l 4 sedall Aplisl) 4 Sa)
(VLAY 5 il laall L 5l 635 axaid Al el el s 2 ASA Aiadll
LByl alall jaddl Greadll Gaaiy Sl Sha de 5 (el
ileadll g da gigal) Jolall g ULl yud iy cdinl) dnaiill 5 cialaical) doclaial)
Aleall Ll ¢"oaall s Lagin il Jelail) gl (ilal gall gat dga sall
Lpadl) asgie O saaiall dSlaall 8 A8l 5 JleeW) 3 ) 55 conldl 28 asiall
alee ga Jy Aled Adain Y 5 A Aipaall lae iy yal aa gy D TG (A8
A5 pally anati " Glaaell LD (el aal LA e o shall e Al
B0 paaal) caaill ol IS5 i) e 308 o <8 il
Agiall ) Caliae oy day 5 A" Aaal) o 1AREY oA SN gaal) Gyl
gl iy Jlee S Agadll )y dpelaia¥) dgadll )y Lalisl) 4ol
"Aaall cleall olSH (e BalitaY) st VLAl il slaall L o) i3l

593 Digital 14," Cyber Resilience Report, Smart Cities, The Power, The
Risks, The Response"”, May 2020, P 4.- date to visit,2-8-2021, Available at:
https://www.digital14.com/docs/default-source/reports/cyber-resilience-
report.pdf

594 OECD,' Smart Cities and Inclusive Growth", 2020, P 10,11. date to
visit,2-8-2021, Available at:

https://www.oecd.org/cfe/cities/OECD Policy Paper Smart Cities and In
clusive Growth.pdf
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595 Harrison, C., Eckman, et all," Foundations for Smarter Cities", IBM
Journal of Paraszczak, J., & Williams, P. (2010). Research and
Development, 54(4). date to visit,2-8-2021, Available at:
https://ieeexplore.ieee.org/document/5512826
596 Washburn and Usman Sindhu, " Helping ClOs Understand "Smart City”
Initiatives”, February 11, 2010, P 5. date to visit,2-8-2021, Available at:
https://s3-us-west-
2.amazonaws.com/itworldcanada/archive/Themes/Hubs/Brainstorm/forrest
er_help cios smart city.pdf
Seond de Glall Aae -l ) Al g glal) dae " bl s Gaall ")) dase Al 2 o -597
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599 Anto Ousephduly,” The 5 Pillars of a Smart City", July 12, 2017. date to
visit,2-8-2021, Available at:
https://www.quest-global.com/5-pillars-smart-city/
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600 ALICE CRUICKSHANK."10 pillars of a smart city", 12 Dec 2018, date to
visit,2-8-2021, Available at:
https://placetech.net/strateqy/10-pillars-of-a-smart-city/

601 Ministry of Science and Technology (MOST), Vietnam," The main pillars
of smart cities and consultation to choose the right pillars to develop and
build smart city”, Monday, 22/02/2021. date to visit,2-8-2021, Available at:
https://www.most.gov.vn/en/news/813/the-main-pillars-of-smart-cities-and-
consultation-to-choose-the-right-pillars-to-develop-and-build-smart-

city.aspx
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602 United Nations Commission on Science and Technology for
Development, "Issues Paper On Smart Cities and Infrastructure”, Prepared
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by the UNCTAD secretariat,11-13 January 2016, P 9-10, date to visit,6-8-
2021, Available at:

https://unctad.org/system/files/official-

document/CSTD 2015 Issuespaper Themel SmartCitiesandinfra en.pdf
603 Tiziana Campisi, Alessandro Severino, et all, "The Development of the
Smart Cities in the Connected and Autonomous Vehicles (CAVS) Era: From
Mobility Patterns to Scaling in Cities", Infrastructures Journal,8 July 2021,
MDPI, Basel, Switzerland. P 2-4, date to visit,6-8-2021, Available at:
https://www.mdpi.com/2412-3811/6/7/100
file:///IC:/Users/DrEmad1PC/Downloads/infrastructures-06-00100-v3.pdf
604 Silva, B.N.; Khan, M.; Han, K. Integration of Big Data analytics
embedded smart city architecture with RESTful web of things for efficient
service provision and energy management. Future Generation Computer
Systems, Volume 107, June 2020, Pages 975-987. date to visit,6-8-2021,
Available at:
https://www.sciencedirect.com/science/article/abs/pii/S0167739X17305174
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6070OLIVIA LA," Top 7 Smart Cities in the World", JUL 2021. date to visit,10-
8-2021, Available at:

https://earth.org/top-7-smart-cities-in-the-world/

608 OLIVIA LA," Top 7 Smart Cities in the World", Op.cit. date to visit,10-8-
2021, Available at:

https://earth.org/top-7-smart-cities-in-the-world/

294

Published by Aldhakheerah, 2021

25


https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://earth.org/top-7-smart-cities-in-the-world/
https://earth.org/top-7-smart-cities-in-the-world/

Al-mi?y?r, Vol. 10 [2021], Art. 7

A8 & ) gl o) guzal Caladi g ¢cpaldl @l dia (770) ) dosai Lty B b 3
L) QLED e s S de sana s ) Ll LS il elail mian Ly Al
Oes ¢ WIFD 3155 ae ¢ 5 pall 48 ja (3835 Gl i) Ulall aas LSy )
il 5 el Sl 5 Apaall Ldai oy Jay oA SN bl 3 la) sl gl B

(609)41,

Belial)  aSaill etV 3 3eaY Ll g hasind sl sl a5 :Oslo stusl -4
ale Jsba Alally (36) dswty Sllasi¥) (ads ) Apaall Caagid cay il  dadail)
= Bl Gk 0o ((2030) ale Jsla Db (95) ) diay L5 (2020)
Al Sl LS all a1 535 5 SN A0 5 A5l el ol )y gkt
a2 Lelaaal slie] e il oSl @l jull (ad ddasa (2000) (e ST lligh
LS el ladl o Jaig padiy Gl jlaall dilae (il sa agaie s Claall 4y i
Gl Ulas (260) Aalise o dalaiine 4,83 L elid labad (e gyl cile]
ABUaIL Ll il dacana a5l SN e aaiad Cilaaing  shail glasl e g
3eal A satiuad)l Akl Jestd AN ) pailal) sy Bale) s dadh saaaiall
M) e s ) Lin (Jhalls gl pall A0 Belial) Jiads e jladiuy)

[(610) - Y1 clal)

ASAl dpaiil) a4 jlaiall danalzll oy :Copenhagen oalgiss A -5

Copenhagen duanls Glias 28 A jlall ) Lilulus & alalSidl)
8asay yyall A8 ja il y WUail (2017) ale 8330 e Solutions Lab
L 5 <l ) Caghy Aadail day yyy cABUall aladind bl 50305 ol sl
A8 a4 il Al eSS pall il dadail g (SA bl s Slally 5 el
Dsoall A8 ja g ol land 85 AU aladiial ey edll CB ) 6 g sl

609 OLIVIA LA,", Op.cit. date to visit,10-8-2021, Available at:
https://earth.org/top-7-smart-cities-in-the-world/.

610 John Kosowatz, "Top 10 Growing Smart Cities", Op.cit. date to visit,10-
8-2021, Available at:
https://www.asme.org/topics-resources/content/top-10-growing-smart-
cities,

295

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

26


https://earth.org/top-7-smart-cities-in-the-world/
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

158 aadiey 5 clalall S o dnadl s aal Jergy il
S ph pidas Abaall g olsd e agen i Jal e okl p udal il al)
Oty WS ¢ I ¥ g gl e J geaall Al gall L) o saling ) de )
(610045 5 n ) 3 51l @l grd) 53 sally de shadal) ddlisdl)

sacld Ll 5 ASAN L o) 31 40 gl Al i Amsterdam ald il -6
ddhie JS (e Lo Jpaall &5 @lily de sene (12000) asal 4a side cliby
i (3700) Lisbue il ddhia a5 ¢ 10T Living Lab J3& (e iy pan
ahainly i) ) Jsea o)) Cpeaiveall oSy ¢ [0Tae S <l Uil 535 30 o 3e
Al e JsSsis 0 s« LORAWaN <l bl axiius Bluetooth 3
3l addig ol jie b A ) Joad clilse ) L) s Ja,Y Al
(Sl 5 il (s aand L) A Hliie liaie (K1 claljall GG (g
a5 BT 5 yie ddane ( Clakal® el e Ll Al LS jall Jai
tas co sl Llle | ED zubias ge 4583 selialy Wl alo vl iy ccailSa
Gy ) 5 pall die Belial) 52l 3 Baadad aladiad sl all ) 5 sliall (S ell
(612)a8 ) 5 30 223 o) guaY)

LS Hlafin¥) 3 el (e clidl daSa Cmns :New York dusiss-7
el Al ULl cead alabiall e aall 8 AU dcaddie dal s S0l
s i il 5 ¢ plandiinn) 5 3l 525 all colylasl) il sl 481 0 5 Aalail) pann 3 1)
lli ) <5 Lavie Apaall eladl paan 8 Galiill alal ) <l slaall Jaii 5 <l LY
Aalad) () gl GLEST Jaa @i Y e o) ST Jat WS cdilien el glal)
Oo sl ) satiusall el yall Ada i) 5 plal Caeddiad g e YL JuaiV) sl
L e 5 bl Aadal g 4o Ul Ay jall cilily 2asius Al s Hunch Lab

611 John Kosowatz, ", Op.cit. date to visit,10-8-2021, Available at:
https://www.asme.org/topics-resources/content/top-10-growing-smart-

612 John Kosowatz, ", Op.cit. date to visit,10-8-2021, Available at:
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities

296

Published by Aldhakheerah, 2021

27


https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities

Al-mi?y?r, Vol. 10 [2021], Art. 7

2l 8 U sale alass ) (ool Lo L At ) 5 g yally il e slaall (g
(613) _ain])

530 (70) e ST 33K &5 (2017) ole & :HONG Kong giss gise-8
Sk olel (2019) dle Ay pas ¢ SAI SLaBYI" 5 "ASA Ao Sl L
ASA Gaall Cledd a puil S e S ady e L o SN 5 ISEOT &35S &35
oo 4380 sial) Apaall Gulall 3 el da o Aals eaal @l bl (e dludis DA (4
el AAlA) A sSall oY) e slawall Ll aladind o3 Cus (Jizal
dass gia e e slaall Al o gus yl) 5 il @) g Jasl Al 5 taill 8 ) 3 ) suall
S 5adl da o ) Ayl (Glas)y shlidl Calide 5 el 48 ja de
A e s Oalian (el U a1 a8 e ol ] il e 355 o jUnaY) J shaa
(614 g al) g aa ) e o el Jia

ey A 53 a5 1S3 (pal) Jlaa (o Basiall Ay jad) ol jlay) AL g et Ll
) sl L cialyisal) Apaiill ad 8 5230 1) Jsall (e Basiall Ay all
AU e oy yiall aaldie) s daelaiay) y doabaid¥) duaiill o o) sill (adas
il gall 5 £l yeSH 33 ga 8 5 i e Sliab el sl dpaiill ae i g Adlail
§in aay (615NN clanal) b allall Jp0 (g Ll i y) s c¥Lat¥l

613 John Kosowatz, ", Op.cit. date to visit,10-8-2021, Available at:
https://www.asme.org/topics-resources/content/top-10-growing-smart-
cities.

614 John Kosowatz, Op.cit. date to visit,10-8-2021, Available at:
https://www.asme.org/topics-resources/content/top-10-growing-smart-
cities.

(7) Al ol lay) Alyn s a8 il g Gualle Lyl il jaiall olli JSy e 85 -615
(5 <2020 Gebll ) A5 g ySIY) da g8l @ Dldaianl g Baaiall ael) Aad 58 83 )5 LS RIAPS
ﬁﬂgqﬂusi_@b (8) il e il jaY! A go cilias 5« dgiail) 4all allall 5l
cleadl) el Gy 2021 ekl gl As Iy dasSall o 0ainl Jea sanial ael) L
Galle (1) &all Gle clon LS AldSia ind (g Aol isn Figy ama Zn3 (RS Y Y
Ay 5 Aaltinee Ay (e Can sl o101 i Tl 5 <2021 Gl g ls A sall il o3 )5l LS
o i b — (callall paliaBY) (gaiiall o35l LS Lualle (12) diall e clias LS dlalSia dgias
@) sl o2 )5l LS Lalle (8) &l e cilian LS 2020 (bl g )l dpallall Al
Uy anse Cond g sall Jaill 33 5a il 8y 2020 (sl Gl dpallall dpudlinl) & — el

297

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

28


https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities
https://www.asme.org/topics-resources/content/top-10-growing-smart-cities

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

) 38 e (e L e 5 (3l 5 (il sall y ) Uaall 5 ) ghalie 4,83 Aiad 4y 81 g
aall ghat Il ey AL g Camas Aalinaall Ayl Ay ) paiaad (Jlazal  cAgial
GoA (e dile 5 ey o ey ada ol diae Aals dalaiall 483 Gaall (1
asllal il 483 aall il g g e e ASAN (el 3 gai Gaiail ey sl
Ahall pan gy g5 ((2018) bl Clallls () sendl Laplasdl 5530
)l G ey «(2022-2018) oelilaall o115 483 (aall dpasdl

sl omaall 58 ) Ay giall 04y (DSCO) oSl adal s el

bl Gl bl e ey g
Cagd 35 ASA Aalviuall el e odn sl Aae 2e8 ASH b gl Adsaa
o,y it (2020) S ) el Ty LS aall Al a5 S o g
«(56) 8 225 (2019) I Gilud) el 8 Leasi 5 IS Cam ¢ A 3 (42)
ikl g B paluall dgeall @lliy Ly LS da j0 (14) dpma Cgdd &5 ey
e g i) 5 LS kel e Alade JUA (g ela il 5 LS Lgbalxin
Oalaliall Al ¢ ada sl A de sSad) Claadll s 511 5 yall Ay " j0le Lgaa]
(616)".3" (TAMM) ducic juo chaasSall Cilgall Jaid 5aal 5 5 e peilily iy
Cileall G LS liia s weilily (A0l Cuny el Il ala ol A La_pxi A
L) Jol s i daaidiall 5 ALSEAN e oSl Al )l daaiall e dge sSall
A dsasll G Gaadia s (bl ge Cplalaiall (pSail e Sall Cilgaldl G daad

s gl Jall 3o ga (8 Adsall A e Gy S je dise 58 5 AlalSia diad diy g delNivue
) Adsall el ae L8l 55
21-8-15 5,030 &5 -2021 4o -AlalSie diad Ay 5 dalaise iy — Gl jlaY) Al 93 4 S
https://www.vision2021.ae/%D8%A7%D9%84%D8%A3%D8%AC%D
9%86%D8%AF%D8%A9-
%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A%D8%A9-
2021/list/environment-circle.
616 https://www.tamm.abudhabi/ar-AE/about-tamm.21-8-15 _L 3l F U
https://www.tamm.abudhabi/ar-AE/21-8-15 3 L g s

298

Published by Aldhakheerah, 2021

29


https://www.vision2021.ae/%D8%A7%D9%84%D8%A3%D8%AC%D9%86%D8%AF%D8%A9-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A%D8%A9-2021/list/environment-circle
https://www.vision2021.ae/%D8%A7%D9%84%D8%A3%D8%AC%D9%86%D8%AF%D8%A9-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A%D8%A9-2021/list/environment-circle
https://www.vision2021.ae/%D8%A7%D9%84%D8%A3%D8%AC%D9%86%D8%AF%D8%A9-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A%D8%A9-2021/list/environment-circle
https://www.vision2021.ae/%D8%A7%D9%84%D8%A3%D8%AC%D9%86%D8%AF%D8%A9-%D8%A7%D9%84%D9%88%D8%B7%D9%86%D9%8A%D8%A9-2021/list/environment-circle
https://www.tamm.abudhabi/ar-AE/about-tamm
https://www.tamm.abudhabi/ar-AE/

Al-mi?y?r, Vol. 10 [2021], Art. 7

3aa) 5 Juai) ddadi yie Ly jlad) g A5 yiSIYT dpe Sal) ciladddl (e ALl e gana
calida eyl ) dalsdl o0 o ksl 55l (8 lSa ol b g ol (8
o A sthaall (Sl (anlis e g gl 5 Jgnd ladd wasi o5 (44 5 cAga sSall gl
Ll )l bl (g (e 3 LS dpa sadll 5 4000 (Jlada pe Cplaladiall
A s 8 a8 1) pdall B ge daie Caaal & 5 "alaw 50l Lol ol sl e S
Oe peiSal il Galalaiall b sl 3 5] (8 dge sSadl Claddll maaad el s e
aeiSa e Slad (583 5 ¢y a5 iy gull 5 Aalliadl 5 cadall Gllee ol
Leniay Ll dna gSall cilgall clldS 5 Badatie Gladd] Baal 5 a8 doleay slall (1
Goal o sy alai ga g "l sie" Hlai b jaliey cadall Baa ge dpad ) diaie
Gkl @Y e (QR) am Aladul e dedd Jla s ghaial) 4,841 el
oo Al Axll Cleglae Hig Sl e panall Calgll ASAN iyl 5 Sl
s sV (QR) gl Waia¥) ey o e Sliad dayast o slladl) 18 5l
elas¥) Jsn Al e slaally 335 305 483 cilindail deal s Loayl ) geaall
A5 S AelaiD ol gl S se 3Ll LS (AT e glany £ sl Aalal)
3Ll dae S dga (95) o Alalic AlilSia 5 shie 4S5 diaie Gl glaall
Lladll @il jaldl e & 3Y) AlSa) ity (gal) M"Aiaall Gl Eaakal (8 Jial
pblie ol O o s akilie 5 gn LlEN e dasl 3l g A
Ale i Ll A aladiuly 483 & Sl a8 ge a8 e Gdaill el 33,08 e i
o5 sk ) ¢ ala sl daSa Juall S e (sl Talali LD oLl 5 cdaara
5,5 b s (8 Slae WIFT L si oo Db dinall cilgall ) 4l a3
(ADDC APP) (Sl Gadaill Jia (5 Al 4,83 cilipdai 5 «(617); jLay) 8 dlalal)
Lgani ) lanadl e o Dlandl J gomn Jagusil a3 5ill ks o) 4S5 45 ) 5ha (52
sy AL (MAWAQIF) <l se ity cdiaiusall o su )l sl g 4,40

21-8-15 5 )3l &6 ASH b of ¢ ol -617
https://u.ael/ar-AE/about-the-uae/digital-uae/smart-abu-dhabi

299

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

30


https://u.ae/ar-AE/about-the-uae/digital-uae/smart-abu-dhabi

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

.D‘)LQ“ L':j Z\Aw\ L_.Q.Q‘}AM (‘a}.\.n‘) J\J.ul .l:\.(; ;@3&: ‘bg "!” ) . “ A.\AJ.A ‘..‘. ~.n
_(618)5#2}}1

el 43S 3 Aaliune Aing iy il 5y (3385 2ay 1619) (o gal) e Adpaa
ipad ) Al (335 (2006) ple 8 483 At Hias At Jaa Jlue Ty Al
Al Zaplal Apceadll A8UA JiaY) IRty Geca® ol Kay S, e aiiad
aial 5 Al g ol il el dail 8 g Aald daliall g A8 jaall dnadl
(anall 85l sall da o gl ) Ui dpaph 535 50 8 6l Glaiall o) sl 48 5a
Lin sl i€l A Faal) Ll Ay all 8 lenll Jsaa Ty dnaall i mpenai
lele Cufidy canally gl Y1 By saan i (e 400 daghaie 385 Ay puanll
G e el Al (e daail) 30k Sl A8l a8l dusadll ~ Y]
53 pa S el llil 383 Jia il gall alaial (e Il Lo 4€dl 3labiall
gl pusill e gid o L e lUaiul 48 4y h;l%iﬁ Gaa lall ax
Clail) SIS &gl (e aadl g (AU 5 slaall SINgi) (add g ¢ paall 5 0l il
szl (gaal LSO 3211 paall e gd sl il daadl GisT &5 e
Cansiudy G Lelaa A 5aY) dan ¥ Gl 8 g g 5Tl il el
The International -(L_a)) sl Z8Uall 44 gall S, s 1 a4l
6200 Renewable Energy Agency (IRENA)

8 T3 sma g 08 LS Lalxiasall (aall (e a0 A 22 1 ASH) 0 Adaa
& (45) A, @ai (2020) S Gaall jbsal s A el AlE i

21-8-15 5L gl Dl el A sSa laddll o gan y 220l 4300 ) 58l -618
https://u.ae/ar-ae/more/service-channels-and-modes-of-payment/payment-
channels

21-8-15 5L Gl A )l 4l gl - &l jleY) 4o S 619
https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-
cities#tefforts-in-abu-dhabi

il (B bl e g e lud -Ay 90 Age Sa Aakaie - (IRENA) 2235l 28Ul 44 oall S ) -620
s — il 5 5eS A8 A )l Ay ) e — A gea Al ) s cda2akall A8 ST S alasany JEY)
"JL‘)”C"JL' u).\)ﬁ\uas;.uddhaﬁ\WJM\M&JM\MMW‘CDJQ\L w
21-8-15

https://www.irena.org/aboutirena

300

Published by Aldhakheerah, 2021

31


https://u.ae/ar-ae/more/service-channels-and-modes-of-payment/payment-channels
https://u.ae/ar-ae/more/service-channels-and-modes-of-payment/payment-channels
https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-cities#efforts-in-abu-dhabi
https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-cities#efforts-in-abu-dhabi
https://www.irena.org/aboutirena

Al-mi?y?r, Vol. 10 [2021], Art. 7

(a5 ¢(43) @b, @ad (2019) < Gl il (A Leadi 5 S Cus dailal)
dle 48D Aiae Al Jrn Jlue Ty a5 iy WS (a0 2 gmea Cing S
SV Ll a3 b (e a i JT 251 (i dana ganal) abia e Laxie (2013)
LA Aaaiy) e dnadl cleaddly @@l OS5 ) JOA o ey A
Land all Jysadl Aol yiul 0 daSa Caniay a8y Aoy yiallg 3 shiiall g
Agadll Al (38 ey Qs (2017) ale Jsm 4 Sl ciladd ) 4pe sSa
Jea Gangs ALl @leadlly cpaall Jadadsy cYLaiVl s ol 5ol Jaill Lals
Aol Cledd 2285 30l 5 dunse ol dgan praall dpa sSall Cilgall 5 il gall 4818
Jsbiii 483 Bl o Lgeat OB Gl e e ¢Clalatiall Jlads Jeu sl
Aalal) (381 jall cardail) cAdldall ladd cAanall (Jill g lUad Jia cile Uil Calidg)
(SY agl (B ASD A8 pyekad) Jalily S5 bl jlay (VLAY
Jsaall @l il b Jiaiall 4830 dalud) jlaey (RS0 il () se daaa
L6213 A1) iyl gall ASAN (3Ll chladd ¢yl yulall

day )l o o 1(2021) (0 Ad iS5 10622)(2021) ASH (g DSl il
02 51 Bl 85 )00 ALalSia Chladd aaal ety Al o (Y15 58 ) S
AN 5 38 51 b laY) 2l sl el alasiul) et selaSll o Al 5 38l
Aadl 1 3 35S 5 ccila slaall 5 21 81 dlan g halaally il 5 a8 gl g laY)
Jlae Y15 8lall il i s ety Al g aeall o) i) Jinty panadil

S LBy - A Blal) B Jial Altall sag) A 1S 03 ddgde M
LS QaldaY) - sl Al - SAN S8 - 4SA) daS gal) -

21-8-15 530 a5 Asam sl Al - ) Ae S 2621
https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-
cities#tefforts-in-abu-dhabi
622 Smart Dubai 2021, Preparing Dubai to embrace the future, now,
WELCOME TO THE HAPPY CITY, date to visit,15-8-2021available at:
https://2021.smartdubai.ae/
21-8-15 5,43 gl Aans )1 A sl -l laY) da oS - 2021 ASA 0 Ll i -
https://u.ae/ar-ae/about-the-uae/strategies-initiatives-and-awards/local-
governments-strategies-and-plans/smart-dubai-2021-strategy

301

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

32


https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-cities#efforts-in-abu-dhabi
https://u.ae/ar-AE/about-the-uae/digital-uae/smart-sustainable-cities#efforts-in-abu-dhabi
https://2021.smartdubai.ae/
https://u.ae/ar-ae/about-the-uae/strategies-initiatives-and-awards/local-governments-strategies-and-plans/smart-dubai-2021-strategy
https://u.ae/ar-ae/about-the-uae/strategies-initiatives-and-awards/local-governments-strategies-and-plans/smart-dubai-2021-strategy

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

(2021) ASMY 3 Aad Canin 91(20271) A4S 23 Aadd L) Sy) CilaaY)
Ay oy Jiaiy Al Adaal) bl Jail A sl Al il dilaa] A
tel Lagh dasi) i)
L o1 i1 JalSI il st 33yl e 1A jayg Blall ALB 483 dlaa
D81 gl - B el el Gllh g 3 ) all 5 Ay goadl Agiacil) Al VLAY 5 e laall
Clasal G gl s al V) ey e(asemall o bl 5,508 - Ayl -
Joaiall 3 staill Jadadill (DA (e 4l @l ¢ 0 5l 8 aaniall daliadll
A paan 4 et il Jal (e cainall 5 2 dl A jala s ol 8 Ay o g el
Sladl s ol Tapuril aall Jag) i Cppeeni] ((Aalaine — 4,83 — ALilSIA)
ol aLai) 13 ghatal) Apaal) L gl gl acdh alle udli ALai)-2
Lo 0o e dadlll Jiluglly adaill Gial e sia¥) Gk e e
Loadil Y g 4 saad) AalaBiy) LS Jyead dal o il slaall g oy Lasy)
Al An Gl AplaB) Lpaiil) Gsil sapa Gl ae) B elu )y L)
ad ) skl Cannll g A< Uil 5 (el 5 SSEY) e AailE Ol jlaiiu] Lgae s
68 IMA (e Al Glld 5 e ) AN il b Auala il il (o seill 5 dpalisy!
el (3 Aine SO 0 sSE n Balyy el 8 S s 48355 sale dlale
Y s o L 1lgal) J gaa o) Sy e L) et a oyl e a3
Sleadll N Jgeasll Japeaiiy Aiad ) JMA e 30 ) Cpasia) 3LeY) 8
Oe YT sl slall Ao g3 Gaund (Jgual Bliadl Jrad 4 gl 5L} 8 Lgaladiia
Aadl sy dnati e Jand) by shaiall 2030 il ol €81 (e 3alEELY) DA
Cpaaniall daliadll Cilaal ae dlelal) 48 jliall YA (e
A8y Ja Jsla o 28 asadl) 13 83 J8 daghile DA (e gude JEi-4
Laliny) 52l s 3l wd ] 3 laY) & Al s sl JE 2 yal 53y 5 ySiina g
I dsasl e ol Gl saclual (55 pall alaa V) e slaidll
Balas s Aoy g Ulal ST JSG) agilea s

302

Published by Aldhakheerah, 2021

33



Al-mi?y?r, Vol. 10 [2021], Art. 7

Olaal 13 ghiall LAy claghrall Laglgish daldiea dddat 44y, 5
A ey cuals ABlag el sa s el (p W) se 33 ga s Aaall dalind 4y ) il
Lns Al A 2y ol e 050 S ey 5

Aalall Al ol by G5 AaSa 1Belisll g Bagad) e dpad; 483 dagsa -6
a8 1l ) sl) Al 5 Ala e Aale DLa3(Z100) 55 DA (g L) Juasy) )
bl Galide ghae A ye Ay e e sSa o JalSI el ) G
Jonill skt g dalxins] 5 aeal (6232QA il joluall (o aalisy 30 Fa oS Cald il
J S @l bl 28 (ary 483350l (100) (e ST Cinly 20 Al SA
el Aalaind acal @lld g 4,5 Aae ) a0 A Jysadl V) £ 5 pdiall (3DU)
(RFID) -( sl )l il a0 45 56l 2aa5) 3 j0lie Lgie dS3 A0 ) Ll S aeal
A e Lelaln (G A "ASA g5 Ay " 5 50baa 5 ¢y g yall A jaill il alla
e 5 e =Aalall AT ¢ sl sa s (3 A a3 Sl o) JaEl) Ay ya
Ahiadll 5ol ¢ aY) Ao dae il gl cleddo 0 Gl — Al el
Gl Gl 5 ¢(2013) ple Al Lgtiallal ) cdlal gall 5 3kl Al 4 5 ySIY)
adall il g alatin) e Yo adall Gause ¢35 iSY s e J) YY) Lads dpals
Llaiu¥) 3o allas Gk ™5 jalae g gl culaad Zalid (et iy 5 ol
dgaly dadail Jay 1 (2011) ple (A (2 &by Leialha] )5 (OR code) 4 )
8 MR ey e Hlall g )il QST Ga 5 a8y s IS e casly allaiy (o
Goyill g  Agaly ileadd a el Jsaall Jalaiad) S aadiisall aodaivg (gukall
sl Al el s lgle Jsanll ey ) il sleall 5 Uil 388 e
(waLy) e alall ldaasll bl daas ) ¢ adaddll aladiu¥) celilall by
Al Al 5 AR Gl sl e 53l ol AaDldl 5 dsall cilalla

LR

o Jisad g g e (30 dxy 20 Aa S Lgailal Ll Ol palaall (e paed) i
Aaallal) 3l I (855 S Al o shai g 4y ) el aed Caagn 480 Aae )

21-8-15 33l &l Asans )l 4 sall - jlaY) de oS - ASA a0 Anse @l j0le -623
https://u.ael/ar-ae/about-the-uae/digital-uae/smart-dubai

303

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

34


https://u.ae/ar-ae/about-the-uae/digital-uae/smart-dubai

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

ale b o da Sa ailhal " SAN 1Ka ol " 5l et S aall Jlae
Lacally @iy adl gall 2aad Jal e (o0 e 3 SA) &gl o) (2015)
el A ¢ Gaadailly Aalall Ao il Ay 5 pSIY) Ay AN ez e e gl e
A (et S el A 1) alilae paat ae Sl Aalal) 3 gasll Jallas
8ae Lusal Anll Aapaal) SN Al jeSI Aadall 5 julae XS ¢ yhise S S8
Skl e 2aally ((2014) ale (2 Ay Ll Al a3l iy ) 50
Jsas il G 4SA) clipdailly sl illy 0 desSa Lgaalhl ) 4,830)
Gadai 3 5alaa 5 ¢ il sdll 2o s A oSall O ebaall jla) s Al cileadd lalaiall
Jie DYl e el A Cplalaiall 4pead SBL 34 A «(Dubai Now)
Aalall Ol gall (LS yall 3aL8 (Y1 A8 il 5uils danall caplill cilada
(sl dadd Jlae V) et Ml gall 5 oball 5 ol eI (38 pa il 68 (Jazll
e Clels (B) Jskaii Y ojual yial MCULS jall SA palill dead” 3 40l g
@A el e Jgeanll Gl o 3 Jadll A e (Udrive) Gk
3 g g Ailatty) culiUad) 5 3Ll s ) g & gell CuliUay ULy A8IS 21 o) allaty

-

.o

bl o34 cuillal 5 "8 55 Y Aally (100) 22" 5 5l Kpaall ) (e
2 RasSa gty o) DU Al Blalaall 00 e sSs A i T
Sle bzl LN Gaags Jills ((2021) e Jed Jsbay A5 Y desSa
W QDR PR RS VWP WL S A PO IR VA PP PO S (R RPN
leooad Al COlalaall @lls i cAalinall Lgilga s Lgilusse aa Ao sSall Ly yad
Leaddinsi ol gm 485 Jlle st (8 deabluall Jal (s ¢plalaiall pa 4 sSal)
ale gl & il " cilead S " 5ol Sy canl gl plall b 0 de S
& pllall (s i e ISV S el il eyl Asa 383 G ) gty (2017)
Enal e 1 Glexd S e aindy ¢(2020) sle sl e sSall clarall Jlas
Sl Jalaiall qalain 33a) 5 5,545 ONA (s ¢ pelivall S Jlae & colgl
AL e Sall clgall ol L ¢ 5 daad Bl e ALlSie A Sa cilada

304

Published by Aldhakheerah, 2021

35



Al-mi?y?r, Vol. 10 [2021], Art. 7

A ) ) sall L (5 AT Chland 5 Cada gill A8 5 dasll 35l sall Bl )53
ds gl dalata (o gl
SN el (B gl ) G ) g adl o) Jasal S8 dda i) 1 ALY callaal)

el Gans 8 LS ) (g aall g w30l anal 2SN A ) il 3 J gl C g
5% ol Sl Al 5 chaniall Ay jadl il Y1 A g3 g (s alladl (5] AS3
& B8 Gl 50 g e sl b jliely 2l jall QISS ) (e aadl 300 Ada )
e oty 3l el g el el b LedadlSa 8 Jy il al) Sl aie
e iad) 138 dasds

Dsaall cpsaa o 5S35 Al Al 8l cailda s rddadl) Jlea ity Yl
AN pan g il jall elaiind o dlal Adeldnl) A il o Lo sa s J5Y)
LS e dasna 5 Lgdanay 20l jadl QIS3 ) e ol alae YU cansy Lo 98 5 clgliadi
e Al Ayiitl) A ity ens Le sa 5 G saall s claliaa 2 Ll
LS5l 3k s A5 el 2l el e il shaall 5 L) pasy Ada ) 3 1) LA
Comy Lo sp s da el ClilasVly Oladl adly (e Wablaia s eSS
g Loy aiill liloan ) g bl s Jilay 2Ll &5 g pall A )l Jadly
GSLY) aaat ge sl e alail) dalany Gl gl 5l N5 eall ja (e S
S AV sy g ey all S Y Al Shlae e skt ) clE Y
Oe e daal Ulaa 1535 O ) e a1 Jainad) (e (Gl e laal)
Sl 1Y) Balail ol sl el sl Jia yladll Jalse dalad A

a5 (e g Al Ada il iy et 8 48 ol i aaed a8 5 1 Apaal) Ada ) iy e Ll
Jos agin a8l dlia GlS gl dlgd a0 iy 23 Jsa 488l plaa) gy )l
Aliie yabae (e cilibull 331 "l (624) Pegrsall Wb e a8 (giads 5 ) sanae

624 Pearsall, Beth," Predictive policing: The Future of Law Enforcement?
" . National Institute of Justice Journal, No 266: 16-19, 2010, P 16, U.S.
Department of Justice, date to visit,20-8-2021, Available at:

https://nij.ojp.gov/topics/articles/predictive-policing-future-law-enforcement

305

https://aldhakheerah.imc.gov.ae/al-miyar/vol10/iss10/7

36


https://nij.ojp.gov/topics/articles/predictive-policing-future-law-enforcement

Abdel Hamid: Attacking National Cyber Security of Smart City Infrastructure le

S L a5 Leaia s cdpliionall o) adly il dagil) alasdinl o5 clelilad
Alila S Jalail e ) sal) aladind "l Tim Lau Woe s "dallad i
o sacludly Jatiuall 8 Alaisall 2 all sl dal e lesledl (g
ALIEN il Lo Y bl (o) ki "eihs Perry Led e LS «(629)gaia
Al yall Ja sl ey ol ae s 3da il ol dlaiaall Calaaly) aaal ¢ oI bl
assse iy ot i (amll Jgla g (02010 0an) 0l 52 paa g DA (1 Analall
il s i Ul dg all aadiey ddapall Fhga Mgl 62704 Ak 50
bt aladiuly Jatal) 230 o @8 53 dilise jabias (e 4l e saall 5 daclaia!
il dulilas L sadat "leil RAND do e Lt je 5 ¢"s ) shaiall i gl
slall Ja s A jall Jlalase (e sl Caagy dddayall Jaadl sacl ol CalaaY)

(628)3, L)

ASA Apall ) aa A pall VLY 5 e slaall Lin 51 35 230 ja ) skl aa g
iy ol agdiall skt (Jsall @l 3 ASA Gaall dals allall Js0 e

https://www.ojp.gov/pdffiles1/nij/230409.pdf
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651- John Leyden, ‘Polish teen derails tram after hacking tram
network’, The Register, 11 Jan 2008. date to visit,23-8-2021, Available
at:

https://www.theregister.com/2008/01/11/tram hack/

652- JAKE FRANKENFIELD,"Cloud Storage "March 04, 2022. date to
visit,12-3-2022, Available at:
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653- Neha Pradhan Kulkarni, Chiradeep BasuMallick, "What Is Cloud
Storage? Definition, Types, Benefits, and Best Practices" July 8, 2021.
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657- Major Bill Nelson, USAF, Major Rodney Choi, USMC, Major Michael
lacobucci, USAF, Major Mark Mitchell, USA, Captain Greg Gagnon,
USAF,"Cyberterror Prospects and Implications", White Paper, Center for the
Study of Terrorism and Irregular Warfare Monterey, CA, October 1999, P 7-
9, Prepared for: Office for Counterterrorism Analysis (TWC-1). date to
visit,23-8-2021, Available at

file:///C:/Users/alfat/Downloads/442884.pdf
https://calhoun.nps.edu/bitstream/handle/10945/27344/Cyberterror%20Pro
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658- Clay Wilson, Cong. Research Serv., RL32114, Botnets, Cybercrime,
and Cyberterrorism: Vulnerabilities and Policy Issues for Congress 4 (2003)
(Quoting Ron Dick, then Director of the NIPC), Updated January 29, 2008,
P4. date to visit,23-8-2021, Available at
https://sgp.fas.org/crs/terror/RL32114.pdf

659- CYBERDEFENSE REPORT, Japan's National Cybersecurity and
Defense Posture, Policy and Organizations, Zurich, September 2020,P5,
Cyber Defense Project (CDP) Center for Security Studies (CSS)« ETH Zirich
date to visit,23-8-2021, Available at
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-
securities-studies/pdfs/Cyber-Reports-2020-08-Japans-national-
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8-2021, Available at
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661- rand, "Cyber Warfare', date to visit,23-8-2021, Available at
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662- Steve Ranger," What is cyberwar? Everything you need to know
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8-2021, Available at
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664- congressional Research Service, "Defense Primer: Electronic Warfare",
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Available at

https://www.techtarget.com/searchsecurity/definition/cyber-
attack#:~:text=A%20cyber%20attack%20is%20any,data%20held%20within
%20these%20systems.

666- Dave Wallen," Types of Cyber Attacks: A Closer Look at Common
Threats", October 6, 2020. date to visit,23-8-2021, Available at
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671- Linn F. Freedman," Ransomware Attacks Predicted to Occur Every 11
Seconds in 2021 with a Cost of $20 Billion", The National Law Review,
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